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event experience, you can: 1. Launch this

Common threats session on desktop mode to have a better

View of the video (mobile view is available
to0) and 2. The windows you see here can be
adjusted, so please expand the "Media Player
o get a larger view of what's being

n @ ﬂ % presented.
Thank you for joining us!

W i s e i i
event, please drop any questions you have

Data breach Dictionary attack Ransomware Disruptive attacks into this box and our experts will answer
Include: Itis a type of identity attack. Itis a type of malware that A Distributed Denial of Service them shortly.
: encrypts files and folders. (DDoS) attack attempts to e
Phishing A hacker attempts to steal an prsipnpisicitlind Exam certification
; identity by trying a large number | It attempts to extort money from After completing the event (Part 1 and Part 2)
Spear phishing PN ! resources, ¢ tin: ]
of known pesswords. vietims, you will be eligible to take the Microsoft

Tach suippart scams Dictionary attacks are also DDos attacks can be targeted at Security, Compliance, and Identity

SQL injection known as brute force attacks. any endpoin Fundamentals certification exam at no cost.

Mare desioned o stesl 'You will receive a follow up email with the

passwords or bank details. steps to schedule the exam. Find out more

about the exam here:

Other common threats include coin miners, rootkits, trojans, worms, and exploits and exploit kits. Thanks

Enter your question
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Identity as the primary security perimeter
Identity has become the new security perimeter that enables organizations to secure their assets.

An identity is how someone or something can be verified

and authenticated and may be associated with: ey 6 e o Sy peinster

User
Application

Device
Other

Identity.

Four pillars of identity: Gost oo
Administration

Authentication

oin

Authorization

Auditing
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1-1 Q&A with our Microsoft 365 Experts

OV TP o geT e DesTouT oT e
event experience, you can: 1. Launch this
session on desktop mode to have a better
View of the video (mobile view is available
to0) and 2. The windows you see here can be
adjusted, so please expand the "Media Player
o get a larger view of what's being
presented.

Thank you for joining us!
W i s e i i
event, please drop any questions you have
into this box and our experts will answer
them shortly.

Exam certification
After completing the event (Part 1 and Part 2)
you will be eligible to take the Microsoft
Security, Compliance, and Identity
Fundamentals certification exam at no cost.
You will receive a follow up email with the
steps to schedule the exam. Find out more
about the exam here

Thanks

Enter your question
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. event experience, you can: 1. Launch this
The concept of Federated Services session on desktop mode to have a better

View of the video (mobile view is available
to0) and 2. The windows you see here can be
adjusted, so please expand the "Media Player
o get a larger view of what's being

Simplification method of federation scenario: A simplified way to think about federation

presented.
The website uses the authentication services of IdP-A Domains pemana Thank you forjoining us
PR S iviiet 19U We will be taking questions throughout the
- event, please drop any questions you have
into this box and our experts will answer
The user authenticates with IdP-B it sy
Exam certification
erauthentictes Webie (app or snice) After completing the event (Part 1 and Part 2)
with P8 sutentates ih A you will be eligible to take the Microsoft
IdP-A has a trust relationship configured with IdP-B Security, Compliance, and Identity
[ ) Fundamentals certification exam at no cost.
You will receive a follow up email with the
) a steps to schedule the exam. Find out more
When the user's credentials are passed to the website, — about the exam here:

the website trusts the user and allows access
Thanks

Enter your question
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The concept of directory services and Active Directory

n

A directory s a hierarchical structure that stores information about objects on the network.

A directory service stores directory data and makes it available to network users, administrators,
services, and applications.

The best-known service of this kind is Active Directory Domain Services (AD DS), a central component
in organizations with on-premises IT infrastructure.

@: {9

Azure Active Directory is the evolution of identity and access management solutions, providing
organizations an Identity as a Service (IDaaS) solution for all their apps across cloud and on-premises.

L
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event experience, you can: 1. Launch this
session on desktop mode to have a better
View of the video (mobile view is available
to0) and 2. The windows you see here can be
adjusted, so please expand the "Media Player
o get a larger view of what's being
presented.

Thank you for joining us!
W i s e i i
event, please drop any questions you have
into this box and our experts will answer
them shortly.

Exam certification
After completing the event (Part 1 and Part 2)
you will be eligible to take the Microsoft
Security, Compliance, and Identity
Fundamentals certification exam at no cost.
You will receive a follow up email with the
steps to schedule the exam. Find out more
about the exam here

Thanks

Enter your question
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The concept of hybrid identities

Hybrid identities and authentication

With the hybrid model, users accessing both on-premises
and cloud apps are hybrid users managed in the on-
premises Active Directory.

When you make an update in your on-premises AD DS, all
updates to user accounts, groups, and contacts are
synchronized to your Azure AD with Azure AD Connect

Password hash synchronization
Pass-through authentication (PTA)
Federated authentication

How
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1-1 Q&A with our Microsoft 365 Experts
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event experience, you can: 1. Launch this
session on desktop mode to have a better
View of the video (mobile view is available
to0) and 2. The windows you see here can be
adjusted, so please expand the "Media Player
o get a larger view of what's being
presented.

Thank you for joining us!
W i s e i i
event, please drop any questions you have
into this box and our experts will answer
them shortly.

Exam certification
After completing the event (Part 1 and Part 2)
you will be eligible to take the Microsoft
Security, Compliance, and Identity
Fundamentals certification exam at no cost.
You will receive a follow up email with the
steps to schedule the exam. Find out more
about the exam here

Thanks

Enter your question
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;. event experience, you can: 1. Launch this
Conditional access session on desktop mode to have a better

View of the video (mobile view is available
to0) and 2. The windows you see here can be
adjusted, so please expand the "Media Player
o get a larger view of what's being
presented.

Conditional Access signals:
User or group membership

Named location nformation Thankyou forjoning us

Device \We will be taking questions throughout the
Application event, please drop any questions you have
Real-time sign-in risk detection @ into this box and our experts will answer
Cloud apps or actions Adow sccess them shortly.

User risk

Exam certification
After completing the event (Part 1 and Part 2)
you will be eligible to take the Microsoft
Security, Compliance, and Identity

Access controls:
Block access

Grant access c
P eaEETmamD S Fundamentals certification exam at no cost.
met before granting access - You will receive a follow up email with the

steps to schedule the exam. Find out more

Control user access based on session
about the exam here:

controls to enable limited experiences
within specific cloud applications,

Thanks

Enter your question ‘
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Security, Compliance, and Identity Fundamentals

Information and Know or Presentation

. Picture in picture g
Instructor presentation is now in progress. Microsoft Cloud App Sec y

Please watch this space for optional knowledge check questions Microsoft Cloud App Security provides rich visibility to your cloud services, control over data travel,
sty e o analytics to identify and combat cyberthreats across all your Microsoft and third-party cloud servic

The Cloud App Security framework
« Discover and control the use of Shadow IT

« Protect your sensitive information anyw
in the cloud

« Protect against cyberthreats and anomalies Microsett Glout App|
« Assess your cloud apps’ compliance Security architecture

Office 365 Cloud App Security

Enhanced Cloud App Discovery in
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2-0 Instructor Presentation

Information and Kn

Endpoint security with Intune

Instructor presentation is now in progress.

Configure

Please watch this space for optional knowledge check questions
Manage Manage
conditional access

during each break.

devices security baselines
D sed conditional
access, to ensure o

" managed and
Use policies to Use device
manage device compliance policy
security

Role-based access control
with Microsoft Intune
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Instructor presentation is now in progress. Zero-trust methodology

Zero Trust Methodc

Trust no one, verify every,

Zero Trust guiding principles

Please watch this space for optional knowledge check questions s
erify explicitly

during each break. Least prvieged ac

Assume breach

Six foundational pillars
Identities may be users, services, or devices,

Devices create a large attack surfa ata flows,

Applications

Applications are the way that data is consumed
Networks should be segmented

Infrastructure whether on-premises or cloud based,
represents a threat vector

Data should be cla ed, and encrypted based on

e Verify explicitly ~Least privileged acces
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OV TP o geT e DesTouT oT e
. event experience, you can: 1. Launch this
Defense in depth session on desktop mode to have a better

View of the video (mobile view is available
to0) and 2. The windows you see here can be
adjusted, so please expand the "Media Player
o get a larger view of what's being
presented.

Defense in depth uses a layered approach to security:

Physical Security

Physical security such as limiting access to a datacenter to only authorized
personnel

Thank you for joining us!
W i s e i i
event, please drop any questions you have
into this box and our experts will answer
them shortly.

Identity & Access

Identity and access security controlling access to infrastructure and change

trol.
cone’ Perimeter

Perimeter security including distributed denial of service (DDoS) protection to
filter large-scale attacks before they can cause a denial of service for users.
Exam certification

|After completing the event (Part 1 and Part 2)
you will be eligible to take the Microsoft
Security, Compliance, and Identity
Fundamentals certification exam at no cost.
You will receive a follow up email with the
steps to schedule the exam. Find out more
about the exam here:

Network security can limit communication between resources using
segmentation and access controls,

Compute

The compute layer can secure access to virtual machines either on-premises or
in the cloud by closing certain ports.

Application

Application layer security ensures that applications are secure and free of
security vulnerabilities.

Data layer security controls access to business and customer data, and
encryption to protect data

Thanks

Enter your question
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The responsibilities vary based
on where the workload is hosted:

+ Software as a Service (SaaS)
- Platform as a Service (PaaS)

Infrastructure as a Service
(laaS)

On-premises datacenter (On-
prem)

The shared responsibility model

Shared responsibility model

Responsibility

Applications

ng system
Physical hosts
Physical netwo

Physical da

on
SaaS paas 1aas Prem

RESPONSIBILITY ALWAYS

RETAINED BY CUSTOMER

RESPONSIBILITY VARIES.
BY SERVICE TYPE

RESPONSIBILITY TRANSFERS
TO CLOUD PROVIDERS

1-1 Q&A with our Microsoft 365 Experts ~ — [J

OV TP o geT e DesTouT oT e
event experience, you can: 1. Launch this
session on desktop mode to have a better
View of the video (mobile view is available
to0) and 2. The windows you see here can be
adjusted, so please expand the "Media Player
o get a larger view of what's being
presented.

Thank you for joining us!
W i s e i i
event, please drop any questions you have
into this box and our experts will answer
them shortly.

Exam certification
After completing the event (Part 1 and Part 2)
you will be eligible to take the Microsoft
Security, Compliance, and Identity
Fundamentals certification exam at no cost.
You will receive a follow up email with the
steps to schedule the exam. Find out more
about the exam here

Thanks

Enter your question
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. .. . P event experience, you can: 1. Launch this
Confidentiality, Integrity, Availability (CIA) session on desktop mode to have a better
view of the video (mobile view is available
too) and 2. The windows you see here can be
adjusted, so please expand the 'Media Player’

CIA - A way to think about security trade-offs. to get a larger view of what's being
presented.
Confidentiality refers to the need to keep confidential SR
itive data such as customer information, passwords, or [henkyoujforjoininglus!
sensitive daf a P 2 'We will be taking questions throughout the
financial data event, please drop any questions you have
i into this box and our experts will answer
Integrity refers to keeping data or messages correct. \@ 2 them shortly.
- Availability refers to making data available to those who & ) Exam certification
- & %, |After completing the event (Part 1 and Part 2)
Qb o 'you will be eligible to take the Microsoft
S Security, Compliance, and Identity
& sunday‘?enta\s cerfu‘fhcauon exam‘at nﬁ chost.
Tabili fou will receive a follow up email with the
Availability steps to schedule the exam. Find out more
about the exam here:

Thanks

Enter your question
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